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Introduction
This output document captures issues, use cases and requirements coming out from meetings since the 107th San Jose meeting, on the subject of Processing and Sharing of Media under User Control.

Issues
In the actual use of MPEG technologies, there are many situations that require the media or its components to be private, with processing sharing under user control. Examples of this are
1. searching an encrypted audio visual database with an encrypted query
2. identifying a spoken keyword in a private conversation, e.g. encrypted audio 
3. removal of identification clues from multimedia content such as media, audio or speech 
4. sharing multimedia content in a limited context, e.g. making a picture available to a limited list of persons, for a limited time, or for a specified purpose
MPEG has been developing very successful standards that process audio and video information based on its significant expertise in this domain
MPEG is now identifying application domains and extracting requirements to achieve both application of existing standards, and use of its expertise to develop new standards, supporting the private processing and sharing of media. 

Use Cases 
Usage-Controlled-Information-Preserving Media Search & Analysis
In this use case, Alice would like to search a media database that is owned by Bob. Alice encrypts her query so that what she is looking for is kept private and not revealed to an untrusted party. The media in the database is also encrypted to keep it secure. A secure protocol is executed between Alice and Bob to perform matching without decrypting either the query or the media stored in the database. The best matching results are then returned to Alice (or a third party) without revealing the query to Bob, or the media in the database to Alice.
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Figure 1: Use Case – Search a Media database
Rather than searching for media, it is also possible to consider a usage-controlled-information-preserving analysis of the media. For example, consider the analysis of a speech signal from a conversation. The speech signal is encrypted to keep the conversation private. The encrypted speech signal is then sent to an untrusted server for analysis, where keywords from the speech could be detected using a secure protocol.
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Figure 2: Use Case – Analysis of a Speech Signal
The general problem of finding nearest neighbours in a usage-controlled-information-preserving manner is applicable to a broad range of problems, many of which involve media such as images, video and audio signals. This problem can be broken down into two steps. The first step requires a method for privately computing distances, and the second step requires a method for privately finding the minimum distance to determine the nearest neighbour. While the above example scenarios refer to the use of cryptographic primitives, there also exist methods to perform these operations using a form of secure fingerprints.
[image: ]
Figure 3: Secure Fingerprinting

Context aware multimedia usage-control protection in video surveillance and social networks
In this use case, recorded video surveillance footage, or social networks share content that may become available to a large audience. Sharing of such content and the context of sharing such information is an essential issue. 
The context could be a select group of people, purpose of sharing, time and date, metadata and the likes. Applications on smart devices tend to interact with platforms mutually without informing to the user the usage-control and security concerns they may have. 
In video surveillance, a number of consortia have been exploring various implications and problems that sharing of video surveillance footage can arise from ethical as well as legal points of views. Examples include EC funded network of excellence VideoSense (http://www.videosense.eu). 
Likewise, several examples of applications and services exist that allow sharing of video in social networks, such as Socialcam, a mobile application which allows users to share with their friends as well as with public, various video. 
Currently, the usage control of such content is either trivial, or complex, and inefficient. For example, Spotify and Yahoo News automatically publish songs and news one has listened to or read on the profile of users. 
Usage-control is not static nor deterministic but rather a dynamic and stochastic parameter which needs to take into account both the context in which the protection took place and the context in which a user accesses content and information. It is therefore important to devise a framework in any solution for user control, which explicitly takes into account not only the relationship between content and usage-control, but also the context in which this relationship occurs. 
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Figure 4: An example of context aware usage-control protection in multimedia

Usage-Control-Preserving Video Transcoding
For applications like dynamic adaptive streaming and screen content sharing, video content generated at its source needs to be transcoded to fit a large variety of client devices and dynamic network environments. When video contains usage-control sensitive information and content and transcoding is conducted by an un-trusted party, it is necessary to keep usage-control undisclosed while allowing transcoding transformations. 
One possibility is to encrypt video content, or a segment (for a period of time, e.g., a particular scene) or a portion of it (for a region in the content, e.g., a person’s face), in a transcoding friendly manner. This requires a good understanding of common transcoding transformations used in practice and what encryption schemes can be used to permit conducting these transformations while video content is encrypted using any of those schemes. 
Media Usage Control Policies
In order to provide user control over processing and sharing of multimedia content, a flexible, effective and scalable mechanism is to provide users a way to express their control desires in a form that can be processed and monitored systematically, consistently and persistently throughout the lifecycle of the multimedia content. These control desires can be considered as multimedia usage-control policies, much like data usage-control policies many websites (e.g., Facebook) use to protect user identity and data usage-control. The difference here is that, in the user control case, it is the users, not the websites, who specifies how their multimedia content should be processed and shared. 
In order to express users’ desire on controlling usage of their multimedia content, the following should be supported in a usage-control policy expression language such as a profile of the MPEG-21 CEL:
· Specification of ownership of the multimedia content and their components, with optional authentication checking mechanisms.
· What kinds of processing, or types of operations, can be applied to the multimedia content, and their deontic characteristics such as permissions, obligations and prohibitions (i.e., rights, duties and bans in the MPEG-21 CEL terms). 
· How to share, with whom, for how long and under what conditions, also along with their deontic characteristics such as permissions, obligations and prohibitions (i.e., rights, duties and bans in the MPEG-21 CEL terms).
While MPEG-21 CEL provides a generic mechanism, specific information related to the features above will come from applications; a source for this type of information can come from existing user data usage-control policies, such as the ones from Facebook and the usage-control policy template (www.contractstore.com). 
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